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ABSTRACT
In this paper we consider a society of agents whose in-
teractions are known. Our objective is to solve a strate-
gic network infrastructure design problem to determine: (i)
number of nodes (usually computers or servers) and their
processing speeds, (ii) set of links between nodes and their
bandwidths, and (iii) assignment of agents to nodes. From
a performance standpoint, on one hand all the agents can
reside in a single node thereby stressing the processor, on
the other hand the agents can be distributed so that there
is a maximum of one agent per node thereby increasing
communication cost. From a robustness standpoint since
links and arcs can fail (possibly due to attacks) we would
like to build a network that is least disruptive to the multi-
agent system functionality. Although we do not explicitly
consider tactical issues such as moving agents to different
nodes upon failure, we would like to design an infrastruc-
ture that facilitates such agent migrations. We formulate
and solve a mathematical program for the network infras-
tructure design problem by minimizing a cost function sub-
ject to satisfying quality of service (QoS) as well as robust-
ness requirements. We test our methodology on Cougaar
multi-agent societies.
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1 Introduction

As the number of applications requiring distributed multi-
agent systems (MAS) is continuously growing, it becomes
extremely important to build a network infrastructure that
can guarantee a survivable MAS architecture. By surviv-
able we mean a system that is robust, secure as well as able
to provide excellent quality of service (QoS) even when
stressed. For example Brinn and Greaves [6] state that the
Cougaar MAS in Ultra*Log [14], would be considered sur-
vivable if it would maintain at leastx% of system capa-
bilities andy% of system performance in the face ofz%
infrastructure loss and wartime loads (wherex, y andz are
provided by the system users).

In order to build such a survivable system, there are
several decisions that need to be made at different time
granularities. These can be broken down as strategic (once
a year or just one time), tactical (once a week to once a day

depending on how often the configuration changes), and
operational (typically milliseconds to seconds, depending
on the granularity of information exchange) decisions. The
strategic decisions typically involve designing the network
infrastructure (in terms of both number and capacity) for
the MAS such as computers, servers, cables, etc. The tacti-
cal decisions include where to migrate the agents if a node
fails or is cut off from the other nodes. Operational deci-
sions include adaptive control methods for deciding which
agent should process a task, the fidelity with which to pro-
cess a task, etc.

There has been a lot of research related to (a)software
technology, such as, agent architecture, communication,
migration, adaptation, learning, etc., and (b)networking,
such as, QoS provisioning, fault-tolerance, dependability,
robustness, etc. However there is very little research that
combines the two and studies them from a systems engi-
neering viewpoint. In this research we address that short-
coming. We focus on the strategic problem stated in the
previous paragraph of designing a network infrastructure
in terms of hardware to support a given society of agents
and their interactions. This is with the understanding that
in order to solve the tactical and operational problems ef-
fectively, the strategic problem must favor a network design
that would ease tactical and operational decisions.

We now present some of the related research with the
understanding that due to space restrictions it is difficult to
cite all relevant articles in the literature. Andreoli et al [2]
consider a distributed software network infrastructure for
agents performing search tasks (such as search engines).
Optimization issues for MAS at software level such as
load balancing using non-linear programming techniques is
studied in Aiello et al [1] for a given hardware topology. In
Hofmann et al [9], a mobile intelligent agent system is built
under conditions of low bandwidth to show that it could
improve the efficiency of military tactical operations and
the mobile agents would outperform static agents. Multi-
agent hybrid systems that combine computational hardware
and a large scale software residing on it, with an applica-
tion to air-traffic management is studied in Tomlin et al
[13]. In Kephart et al [11], one of the emerging research
areas, namely considering a distributed information system
as analogous to biological ecosystem and social systems, is
presented in order to study their survivability. Cancho and
Sole [7] consider a complex network and show that by op-



timizing simultaneously the link density and path distance
in a graph (with a fixed set of nodes), leads to a scale-free
topology which is robust to random attacks.

The remainder of this paper is organized as follows.
In Section 2 we describe the strategic problem in detail.
Then in Section 3 we formulate the problem as a math-
ematical program. We discuss various methods to solve
the mathematical program in Section 4. Then we describe
numerical examples and results in Section 5. Finally we
present our concluding remarks and directions for future
work in Section 6.

2 Problem Description

We now present details of the strategic problem of design-
ing a network infrastructure for a MAS. Distributed infor-
mation systems (DIS) can be viewed as a reconfigurable
network with (i) computational infrastructure forming the
backbone, and (ii) agents residing on it and moving around,
consuming resources and providing services under uncer-
tain and often hostile conditions. Each agent, has access
to different information and makes its own local decisions,
but must work together with other agents for the achieve-
ment of a common, system-wide goal. In this research we
consider a MAS and an underlying network infrastructure
that can be modeled as a DIS.

One of the key inputs that go into the network de-
sign problem is the agent interaction pattern. A typical
agent interaction tree is depicted in Figure 1. In the fig-
ure, the agents are nodes and if there arcs connecting two
nodes, then the corresponding agents interact. The agents
also specify the bandwidth requirement for their interac-
tion. Besides the bandwidth (and interaction graph), an-
other input to the design problem is resource requirements
such as CPU and memory from the host computer or server.
Although the figure suggests a hierarchical network, the
model does not require that. In addition, some or all of
the agents can be identical (in terms of what they can do).

Figure 1. Example of an agent logical network

Given the inputs mentioned above and other inputs
based on survivability requirements, the output of the de-
sign problem is a physical network of nodes and arcs,

Figure 2. Agent logical network residing in a physical net-
work

where nodes signify processors such as computers and
servers, and arcs signify links (it is not required that there
be a single link between 2 nodes, however, we use the ca-
pacity of the bottleneck link and pretend as though it is a
single link). The two extremes of design are if we place all
agents in one node and if we place one agent in each node.
In case of all agents in one node, the bottleneck would be
resources, i.e. whether the CPU and memory requirements
of all agents can be met. However if the agents are such
that there is one agent per node, there would be a lot of
time spent in communication between them. We assume
that if two agents are on a single node, the available band-
width for their interaction is infinite. In Figure 2, we take
the logical network of agents (described in Figure 1) and
build 4 nodes and three arcs to house the agents in a physi-
cal infrastructure.

3 Robust Design: Problem Formulation

In this section we formulate a robust design problem for
DIS. As we have discussed previously in Section 2, a DIS
consists of two critical components: computational hard-
ware (processors and communication links) and a MAS re-
siding on it. With this viewpoint we have the following
robust design problem: given the software agents (MAS)
with their interaction pattern and computational resource
requirements, we want to decide (i) How much processing
power to start with i.e., how many processors and the ca-
pacity of each processor (to be selected from a given a set of
processors)? (ii) How to lay out the physical network struc-
ture, i.e., how to connect the processors and what should be
the capacity of each link (to be selected from a given a set
of bandwidths)? (iii) How to distribute agents on this net-
work? The above decisions are to be made so that we can
meet thesurvivability requirementsand at the same time
minimize the information infrastructure cost. We trans-
late the survivability requirements into following “speci-
fications” for the design problem: (a) Sufficient computa-
tional resources to start with and its balanced utilization;



(b) Small average path length and diameter, measuring the
connectivity; (c) Resilience to complete node and link fail-
ures. Given the above specifications, it is clear that a robust
design for DIS would be one with maximum possible com-
putational resources and a fully connected backbone net-
work. However, this would incur a very large infrastructure
cost. This leads to the problem of optimally designing the
backbone network and distributing agents on it such that it
is fairy robust and at the same time cost effective. In or-
der to systematically pose this trade-off as a mathematical
programming model, we first give a formal description of
various entities involved in the model.

3.1 Agent Society, Nodes and Links

The MAS or the agent society is described by the compu-
tational resource each agent consumes and their interaction
pattern. LetNA be the total number of agents in the soci-
ety, indexed as{1, 2, · · · , NA}. Let for anith agentPai
denote the computational resource (CPU and Memory) it
consumes and letBaij denote the bandwidth it uses, if it
interacts with agentj.

A node represents a computer with a given processing
power (power can refer to CPU, Memory, etc.). Each agent
in the given society has to be assigned to a node. As a result
each node can be assigned one or more agents. For the
agents which reside on the same node, the communication
requirement is automatically satisfied. LetNmax be the
total number of nodes numbered{1, 2, · · ·Nmax}, that is
initially chosen to distribute the agents on. LetNi denote
the decision variable such that,

Ni =
{

1, if nodei is selected fromNmax nodes
0, otherwise,

for 1 ≤ i ≤ Nmax. Let P = {P1, P2, · · · , PNp} denote
the set of available processing power for nodes with an as-
sociated cost setC(P ) = {Cp1, Cp2, · · · , CpNp} andPnij
a decision variable such that

Pnij =
{

1, if ith node uses processor with a powerPj
0, otherwise,

for 1 ≤ i ≤ Nmax and1 ≤ j ≤ Np. Furthermore, let
Ad = [Aij ] denote a matrix of the distribution of agents on
the nodes, whereAij is

Aij =
{

1, if agenti resides on nodej
0, otherwise,

for 1 ≤ i ≤ NA and 1 ≤ j ≤ Nmax. It is assumed
that there are no multiple links and no self-loops when we
connect the nodes with communication links. LetXij be
the decision variable, such that

Xij =
{

1, if there is link from node i to j andi 6= j
0, otherwise,

for 1 ≤ i, j ≤ Nmax. The matrix,X = [Xij ], is symmetric
as the links connecting the nodes form the communication
pathways and hence are undirected.

Consider the setV = {Ni|Ni 6= 0, 1 ≤ i ≤ Nmax}
of occupied nodes and the corresponding index setI =
{i|Ni 6= 0, 1 ≤ i ≤ Nmax}. Let E = {Xij |Xij 6=
0 and i, j ∈ I, 1 ≤ i, j ≤ Nmax} . We shall denote
by G = (V, E), the graph withV as the set of vertices and
E as a set of undirected edges. Letlavg(G) be the average
path length andD(G) be the diameter ofG. Note that ifG
consists of disconnected components, thenlavg(G) −→∞
andD(G) −→ ∞. Furthermore, we are only allowed to
choose the capacity of links from an available set of band-
widths B = {B1, B2, · · · , BNb} with an associated cost
setC(B) = {Cb1, Cb2, · · · , CbNb}. LetBrijl be the deci-
sion variable which is 1 if linkXij uses a capacityBl and
0 otherwise, for,1 ≤ i, j ≤ Nmax and1 ≤ l ≤ Nb.

3.2 Problem Statement

With the notations given in the previous section, letD =
{Nmax, Ni, Pnij , Aij , Xij , Brijl} denote the set of deci-
sion variables (which are all binary). We can state the net-
work design problem as follows:

Objective: Let C denote the infrastructure cost, then
we desire to

min C =
Nmax∑
i=1

Np∑
j=1

CpjPnij +
Nmax∑
i=1

Nmax∑
j>i

Nb∑
l=1

CblBrijl,

(1)
subject to the followingconstraints:

1. Resource Choice Constraints

Np∑
j=1

Pnij = Ni, 1 ≤ i ≤ Nmax (2)

Nb∑
l=1

Brijl = Xij , 1 ≤ i ≤ Nmax andi < j ≤ Nmax

(3)
The above constraints (2) and (3), restricts the choice
of one type of processor and one type of bandwidth
capacity for a node and a link respectively.

2. Agent Distribution Constraints

Nmax∑
j=1

Aij = 1, 1 ≤ i ≤ NA (4)

NA∑
i=1

AijPai + ∆1(j) ≤
Np∑
l=1

PnjlPl, 1 ≤ j ≤ Nmax

(5)

NA∑
l=1

NA∑
k=1

AliAkj(Balk +Bakl)

+∆2(i, j) ≤
Nb∑
t=1

BrijtBt (6)

for 1 ≤ i ≤ Nmax, i < j ≤ Nmax,



where∆1(j) ≥ 0 and∆2(i, j) ≥ 0 are given con-
stants, which can vary with the node and the link, re-
spectively.

The constraints (4), force that each agent is assigned
to only one node. On the other hand the constraints
(5) guarantee that the agents are assigned to only those
nodes which have been selected and the processing ca-
pacity chosen for that node meets the computational
requirements in terms of CPU for all the agents as-
signed to that node. Note that this constraint also leads
to a well balanced utilization of CPU by the agents, to
begin with. Similarly the constraints (6), are for the
meeting the communication requirements in terms of
bandwidth of the links between nodes. Also each of
the constraint (6), forces that if two agents which com-
municate with each other reside on separate nodes,
then a direct communication link exists between those
nodes. The constants∆1(j) and ∆2(i, j), provide
for additional or redundant CPU and bandwidth in
the network. This redundancy takes into considera-
tion the additional computational resources that may
be required due to factors like: variability in compu-
tational resource requirements by agents, complete or
partial loss resources at nodes and links and migration
of agents between nodes. It should be noted that the
effect of these constants can be absorbed in the pro-
cessingPai and bandwidthBaij requirements of the
agents and hereafter we would assume that this has
been done.

3. Connectivity Constraints

Xij ≤ Ni 1 ≤ i ≤ Nmax and 1 ≤ j ≤ Nmax
(7)

lavg(G) ≤ lmax (8)

D(G) ≤ Dmax, (9)

wherelmax is the maximum allowable average path
length andDmax is the maximum allowable diameter
of the network considered. The constraints (7) enforce
that link exists only between nodes which have been
selected. On the other hand, the constraints (8) and
(9) are related to network performance and also guar-
antee thatG is connected. In general, the constraints
(8) and (9), cannot be expressed explicitly in terms of
decision variables as equations, and have to be verified
algorithmically.

4 Solution Methodology

The problem discussed in the previous section is similar
in many respects, to the problems that often arise in the
design of telecommunication networks [3], [4], [5]. For
example, in [5], the authors consider the problem of “sur-
vivable network design” (SND), which seeks to design a
minimum cost network with a given set of nodes and a set
of possible edges between them, such that the connectivity

requirement (which is specified as the minimum number
of edge-disjoint paths needed between different nodes) is
satisfied. The major distinction of our model from such
formulations is that we consider infrastructural design and
the distribution of agents on this network simultaneously in
the strategic design phase. Note that:

• The maximum number of nodes needed satisfies,
Nmax ≤ NA, otherwise the optimization problem has
no feasible solution, as the constraints (5) cannot be
satisfied. Hence, we can always takeNmax = NA.

• Our problem, is a generalization of the “bin-packing”
problem [12]. Following distinctions of our optimiza-
tion problem from the “bin-packing” problem can be
noted. There are two types of bins: the processors and
the network links and the agents are the objects to be
chosen. The capacity for both type of bins are variable
and can be selected from a given set, rather than being
fixed. There is constraint between filling two types of
bins i.e., as we fill the processors with agents, the bin
which is the link connecting the processors also gets
filled based on the agent distribution. Also, there are
additional constraints related to the diameter and av-
erage path length (7)-(9), that should be satisfied.

• Consider a special case of our optimization prob-
lem where Agents do not interact with each other i.e
Baij = 0 (1 ≤ i, j ≤ NA); There is only one pro-
cessor with a capacityP and unit cost; There are no
constraints onlavg(G) andD(G), i.e.,Dmax −→ ∞
andlmax −→∞. Under these conditions the problem
reduces to the usual bin-packing problem, as follows:

min C =
Nmax∑
i=1

Ni, (10)

subject to

NA∑
j=1

Aij = 1, 1 ≤ i ≤ NA, (11)

NA∑
i=1

AijPai ≤ NjP, 1 ≤ j ≤ NA. (12)

The bin-packing problem is known to be NP-hard in the
strong sense [12] . Since our problem is a generalization
of the bin-packing problem it is also NP-hard in the strong
sense. Given this we either need to develop heuristics or
use evolutionary algorithms to obtain solutions.

We have used Genetic Algorithms (GA) with the fol-
lowing important features:

• Rather than using a binary encoding, we used a
scheme of integer coding of the decision variables.

• The initial pool of population is generated randomly,
with one feasible solution. The feasible solution can



be obtained as follows. Start withNA nodes, assign
each agent to a separate node and choose a lowest pos-
sible processing capacity from the available setC(P )
such that the processing requirements for each agent
is satisfied. Connect the nodes which have agents that
interact with each other and assign to that link a ca-
pacity with the lowest possible bandwidth from the
available setC(B) such that the communication re-
quirements are satisfied.

• We have used NSGA2 [8, 10], as the GA solver. It
has capability to automatically handle constraints. It
uses a mean-centric crossover and uniform bounded
mutation operators for real coded strings.

5 GA Application Examples and Results

Figure 3. A military supply chain as an agent society

5.1 Inputs

Following are inputs based on notation in Section 3.2:

1. The cost structurefor processing power and band-
width used in examples is shown in the Table 1.

2. Theagent societiesin the examples considered were
generated randomly. The processingPai and the
bandwidthBaij requirements for the agents were
sampled from uniform distribution. However, the
structure of the agent societies in all the cases was re-
stricted to be hierarchical. This is motivated by the
fact that most of the organizations, like in Command
and Control or in society have hierarchical structure.
Note that the optimization problem and formulation
we have considered is general enough to be applied to
an agent society with any underlying structure. The
agent societies, differ in number of agents (Table 2),

Figure 4. GA Result: DIS Layout for MSC,C = 130

the nature of branching in the hierarchical structure
and the variation in processing and bandwidth re-
quirements for agents. In Figure 3, each node in the
tree is labeled by an agent numberAi and its pro-
cessing requirementPai, whereas each link between
the agentsAi andAj (if they interact), is labeled by
(Baij +Baji), their communication requirement.

3. The restriction on the maximum allowable diameter
Dmax and the average path lengthlmax for the DIS
are listed in Table 2.

Table 1. Processing Cost and Bandwidth Cost

i 1 2 3
Pi 5 7 9
Cpi 1 2 3

i 1 2
Bi 3 6
Cbi 1 2

5.2 Output: GA Results

The costsC obtained by running GA have been tabulated
below (Table 2), while the DIS layout is shown in Figure
4, next to the corresponding agent society. In the figure,
each node in the graph is labeled by the processing power
Pi followed by the agents which are assigned to that node,
while each link is labeled by the bandwidthBi chosen for
it. It should be noted that many agents can be assigned to a
same node. For example, (Figure 4), agentsA12 andA13
are both assigned to a the node labeledP9 : A12A13.



Table 2. GA Results

Agent NA Dmax, GA Ratio
Society No. lmax C C

NA

1 4 2, 2 15 3.75
2 7 ” 27 3.86
3 10 5, 4 30 3.00
4 12 ” 33 2.75
5 15 ” 50 3.33
6 19 ” 61 3.21
7 24 ” 87 3.63
8 33 ” 108 3.27
9 40 ” 164 4.1
10 50 ” 188 3.76

The Table 2, shows that theoptimal cost per agent
ratio ( CNA ) is fairly constant, with a small variation. This
may be a result of the cost structure assumed and the par-
ticular instances of the agent societies considered. This ob-
servation, however, can have following implication: given
a very large agent society like withNA = 5, 000 agents, we
can decompose it into smaller agent societies, solve the op-
timization problem for each of the sub-societies and then
combine them to solve the overall problem. Due to the
constancy of the ratioCNA , this heuristic should lead to so-
lutions which are fairly close to optimal.

As a final example we consider one of the realistic
agent societies which has been developed in the Ultra*Log
Program [14], [6]. The society is shown below in Figure 3
and represents a typical military supply chain (MSC). The
structure of society is an exact replica of the true society,
however the processing and band width requirements for
the agents have been assigned randomly. The result ob-
tained by GAs has been shown in the Figure 4.

6 Conclusion and Future Work

In this paper we have systematically studied the issue of
survivability of DIS. Based on these we formulated a ro-
bust design problem for DIS. We showed that this problem
is NP hard in strong sense and used GAs to obtain solutions
for a number of example agent societies. We also consid-
ered a realistic agent society representing a military supply
chain. We showed that our robust design problem formula-
tion results in a fairly survivable DIS.

Survivability of DIS is an emerging area and future
research is possible in a number of varied directions.
Refining the robust design problem we have posed and
developing heuristic solution methodologies for it. Further
research is required to build mechanisms for survivability
against other types of attacks, such as security and DOS
attacks. Most of the above stated problems are nothing
new for biological systems which have routinely solved
them for literally millions of years. Can we draw inspi-
ration from the structures discovered in biology to solve

problems of distributed systems? We believe that the quest
for “open-ended” survivability for DIS can be achieved
only by exporting biological mechanisms into software
systems.
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